Abstract. Originally developed for secure communications in military applications, frequency hopping systems possess anti-jamming and antiinterception features by exploiting time-frequency diversity over large spectrum. However, the spectral efficiency of existing FH systems is very low due to inappropriate use of the total available bandwidth. To improve the system capacity, in this paper, we propose an innovative message-driven frequency hopping (MDFH) scheme. Unlike in traditional FH systems where the hopping pattern of each user is determined by a pre-assigned pseudo-random (PN) sequence, in MDFH, part of the message stream will be acting as the the PN sequence for hopping frequency selection. Essentially, transmission of information through hopping frequency control introduces another dimension to the signal space, and the corresponding coding gain increases system efficiency by multiple times. The MDFH scheme can be further enhanced by allowing simultaneous transmissions over multiple frequency bands. Including both MDFH and OFDM as special cases, the enhanced MDFH scheme, named E-MDFH, can achieve higher spectral efficiency while providing excellent design flexibility. E-MDFH can readily be extended to a FH-based collision-free multiple access scheme.
Introduction
Relying on time-frequency diversity over large bandwidth, the frequency hopping scheme was originally designed to be inherently secure and reliable under adverse battle conditions for military purpose [1, 2, 3] . In traditional FH systems, the transmitter hops in a pseudo-random manner among available frequencies according to a pre-specified algorithm, the receiver then operates in strict synchronization with the transmitter and remains tuned to the same center frequency. Relying on random hopping over large spectrum, FH systems are robust against hostile jamming, interception and detection.
There are two major limitations with the conventional FH systems: (i) Strong requirement on frequency acquisition. In the current FH system, exact frequency synchronization has to be kept between transmitter and receiver. The strict requirement on synchronization directly influences the complexity, design and performance of the system [4] , and turns out to be a significant challenge in fast hopping system design. (ii) Low spectral efficiency over large bandwidth. Typically, FH systems require large bandwidth, which is proportional to the product of the hopping rate and the total number of all the available channels. In multiple access FH systems, each user hops independently based on its own PN sequence, collisions occur whenever there are two users transmit over the same frequency band. Mainly limited by the collision effect, the spectral efficiency of conventional FH systems is very low. In literature, considerable efforts have been devoted to increasing the spectral efficiency of FH systems by applying high-dimensional modulation schemes [5, 6, 7, 8, 9, 10, 11] . However, existing work is far from adequate to address the ever increasing demand on inherently secure high speed wireless communication.
In this paper, we propose an innovative message-driven frequency hopping (MDFH) scheme. The basic idea is that part of the message will be acting as the PN sequence for carrier frequency selection at the transmitter. In other words, selection of carrier frequencies is directly controlled by the (encrypted) message stream rather than by a predetermined pseudo-random sequence as in the conventional FH systems. Taking the original modulation technique used in the FH systems (such as FSK or PSK) into consideration, transmission of information through frequency control in fact adds another dimension to existing constellations and the resulting coding gain increases the spectral efficiency by multiple times. At the receiver, the transmitting frequency is captured using a filter bank as in the FSK receiver rather than using the frequency synthesizer. As a result, frequency synchronization is no longer required at the receiver, and the carrier frequency (hence the information embedded in frequency selection) can be blindly detected at each hop. Potentially, MDFH makes it possible for faster frequency hopping in wide band systems. It also reinforces the jamming resistance of the FH system since the message-driven hopping pattern is totally unpredictable.
To further increase the spectral efficiency, we propose an enhanced MDFH (E-MDFH) which enables simultaneous transmissions on multiple channels at each hop. Including both MDFH and OFDM as special cases, this enhanced transmission scheme provides better design flexibility, and high spectral efficiency through a careful design of the hopping process. The E-MDFH system can easily be extended to a collision-free multiple access FH system. Quantitative analysis on BER and spectral efficiency will be provided to demonstrate the superior performance of the proposed schemes.
The Concept of Message-Driven Frequency Hopping

Transmitter Design
Let N c be the total number of available channels, with {f 1 , f 2 , · · · , f Nc } being the set of all available carrier frequencies. Ideally all the available channels should be involved in the hop selection, as is required by current frequency hopping specifications (e.g., Bluetooth). The number of bits required to specify each individual channel is B c = log 2 N c , where x denotes that largest integer less than or equal to x. If N c is a power of 2, then each channel can be uniquely represented by B c bits. Otherwise, for i = 1, · · · , N c , the ith channel will be associated with the binary representation of the modulated channel index, [(i−1) mod 2 Bc ] + 1. That is, when N c is not a power of 2, we will allow some B c -bit strings to be mapped to more than one channels. In the following, for simplicity of notation, we assume that N c = 2
Bc . Let Ω be the selected constellation that contains M symbols, each symbol in the constellation represents B s = log 2 M bits. Let T s and T h denote the symbol period and the hop duration, respectively, then the number of hops per symbol period is given by N h Δ = Ts T h . We assume that N h is an integer larger or equal to 1. In other words, we focus on fast hopping systems.
We start by dividing the data stream into blocks of length L Δ = N h B c + B s . Each block consists of N h B c carrier bits and B s ordinary bits. The carrier bits are used to determine the hopping frequencies, and the ordinary bits are mapped to a symbol which is transmitted through the selected N h channels successively. Note that the number of the carrier bits is determined by B c (the number of bits used to specify one hopping frequency) and N h (the number of hops within one symbol period). The number of ordinary bits is exactly the number of bits represented by one individual symbol in constellation Ω. Denote the nth block by X n , we intend to transmit X n within one symbol period. The carrier bits in block X n are further grouped into N h vectors of length B c , denoted
The bit vector composed of B s ordinary bits is denoted by Y n , as shown in Fig. 1 .
The transmitter block diagram of the proposed MDFH scheme is illustrated in Fig. 2 . Each input data block, X n , is fed into a serial-to-parallel (S/P) converter, where the carrier bits and the ordinary bits are split into two parallel data streams. The selected carrier frequencies corresponding to the nth block are denoted by {f n, 1 
Assume Y n is mapped to symbol A n , we denote the baseband signal generated from A n by m(t). If PAM (pulse amplitude modulation) is adopted for baseband signal generation, then
where g(t) is the pulse-shaping filter. Define m n,i (t)
m n,i (t). The corresponding passband waveform can be obtained as:
where
If MFSK is utilized for baseband modulation, then
where K f is a preselected constant.
Receiver Design
The structure of the receiver is shown in Fig. 3 . Recall that {f 1 , f 2 , · · · , f Nc } is the set of all available carrier frequencies. To detect the active frequency band, a bank of N c bandpass filters (BPF), each centered at f i (i = 1, 2, · · · , N c ), and with the same channel bandwidth as the transmitter, is deployed simultaneously at the receiver's front end. Since only one frequency band is occupied at any given moment, we simply measure the outputs of bandpass filters at each possible signaling frequency. The actual carrier frequency at a certain hopping period can be detected by selecting the one that captures the strongest signal. As a result, blind detection of the carrier frequency is achieved at the receiver. Next, the estimated hopping frequencies {f n,1 , · · · ,f n,N h } are used for extraction of the input signal. The ordinary bit-vector, Y n , is first estimated independently for each hop, then bit-wise majority voting is applied for all the N h estimates to make the final decision on each ordinary bit in Y n . We denote the estimated ordinary bit-vector asŶ n . At the same time, {f n,1 , · · · ,f n,N h } are mapped back to B c -bit strings to recover the carrier bits. Denote the estimated carrier bit-vectors as {X n,1 , · · · ,X n,N h }, it then follows that the estimate of the nth block X n can be obtained as:
It is interesting to note that in [12] , the message is used to select the spreading code in CDMA and therefore increases the system capacity. Remark 1. Design of the MDFH receiver leads to a security observation: if such a filter bank is available to a malicious user, then both the conventional FH signals and the MDFH signals can largely be intercepted by an unauthorized party. This implies that to prevent unauthorized interception, information has to be encrypted before being transmitted over an FH system.
Efficiency Enhanced MDFH
To further improve the spectral efficiency and the design flexibility, in this section, we refine the transceiver design of the MDFH system. And the modified scheme is referred to as enhanced MDFH (E-MDFH).
Modified Carrier Frequency Selection
Recall that N c = 2
Bc is the number of all available carriers. We split the N c car-
Now we consider to modify the transmitter design in MDFH, such that simultaneous multiple transmissions can be achieved at each hop. An intuitive method is to employ an independent MDFH scheme within each C l for l = 1, · · · , N g . In this case, the frequency hopping processing is limited to N f (<< N c ) successive carriers, leading to insufficient randomness and therefore inadequate jamming resistance.
To maximize the randomness, here we present an alternative approach. We divide the incoming data stream into blocks of length [N h Recall that there are N h hops in one symbol period, at each hop, the signal will be transmitted through N g carriers simultaneously. For i = 1, · · · , N h , the frequency index for the mth carrier at the ith hop is defined as:
This carrier selection procedure is designed to ensure that: (i) All the available carriers are involved in the hop selection process; (ii) The hopping frequencies have no collision with each other at any given moment. In fact, at each hop, 1, · · · , N g ) is mapped to a symbol in constellation Ω and then transmitted through the mth carrier, which hops through frequencies
. As the result, X n is now transmitted in one symbol period over multiple carriers under the message-driven frequency hopping framework.
Signal Detection
As in MDFH, the receiver in E-MDFH also consists of a bank of N c bandpass filters. However, the signal detection procedure needs to be modified. Take the extraction of X n as an example. At the ith hop, instead of searching for the bandpass filter which captures the strongest output as in MDFH, we now identify N g filters which deliver the largest N g outputs. The indices of these N g bandpass filters are sorted in ascending order, to obtain the estimated indices for I At the same time, each ordinary bit-vector Y n,m is estimated from the received signal corresponding to the mth carrier based on majority voting, similar to that in MDFH (please see Section 2.2).
Remark 2.
Taking the carrier usage into consideration, the modified design structure includes MDFH and OFDM as special cases. In fact, if N g = 1, then E-MDFH is reduced to MDFH. Likewise, if N g = N c , then E-MDFH can readily be implemented through an OFDM system, and be extended to an FH based collision-free multiple access system.
Performance Analysis of E-MDFH
In this section, we will analyze the bit error probability and the spectral efficiency of E-MDFH through both theoretical derivation and simulation results.
BER Analysis
It is interesting to note that non-uniformity exists between the carrier bits and the ordinary bits, in the sense that they have different BER performances.
BER of the carrier bits.
Based on the receiver design in E-MDFH, BER analysis of the carrier bits is analogous to that of non-coherent FSK demodulation. For non-coherent detection of M F -ary FSK signals, the probability of symbol error is given by
where E b N0 is the bit-level SNR. Let k F = log 2 M F , then the probability of bit error, P e,F SK , can be written as
For an E-MDFH system with N c channels, M F = N c , and
N0 and
N0 denote the effective bit-level SNR corresponding to the carrier bits and the ordinary bits, respectively, and E b N0 the average bit-level SNR for the E-MDFH system. Recall that in the E-MDFH scheme, the length of each
Bg , out of which there are B s 2 Bg ordinary bits and N h (B c − B g )2
Bg carrier bits. Note that in E-MDFH, the carrier bits are embedded in the carrier selection process and do not consume additional transmit power, the average bit-level SNR
whereĒ s is the average symbol energy per baseband symbol. The effective bitlevel SNR corresponding to the carrier bits and the ordinary bits can be calculated as:
respectively, since each frequency is uniquely identified by B c bits, and each symbol respresents B s bits. Substituting (8) into (9), it yields that
N0 . In the particular case when N g = 1, E-MDFH is reduced to MDFH. Following (6), the BER for the carrier bits in MDFH can be obtained as:
Let P (c) s,MDF H denote the probability of carrier frequency detection error (corresponding to the symbol error in FSK) in MDFH, then we have
In the more general case when N g = 1, detection of the carrier bits in E-MDFH is similar to that of differential encoding (please refer to Section 3.2). Estimation error in one carrier index may cause detection errors in two neighboring carrier bit blocks. Denote the probability of carrier frequency detection error in E-MDFH as P
. It follows from (6) that
Recall that for is incorrectly estimated, then we have P
N0
. The lower and upper bounds of the BER for the carrier bits can be obtained as (13) and (14), respectively:
BER of the ordinary bits. BER of the ordinary bits is determined by the modulation scheme used in the system. If FSK is utilized, then the BER can be calculated in a similar manner as that of the carrier bits. In the following, we consider the case of transmitting the ordinary bits through M-ary QAM. We start with MDFH, which is easier to analyze, then extend the results to E-MDFH. In MDFH, each QAM symbol undergoes N h hops (we assume that N h is odd). For signal detection, we first estimate the QAM symbol independently for each hop, and then apply bit-wise majority voting for the N h estimates to make the final decision. Accordingly, the BER of the ordinary bits, P (o) e,MDF H , can be calculated as follows:
1. BER analysis at each individual hop. At each hop, the bit error can be classified as two groups. Type I error: bit is in error given that the carrier frequency is correctly detected. When the carrier frequency is detected correctly, for which the probability is 1 − P
, the probability of bit error can be calculated based on the BER of coherently detected M-ary QAM, given by
. Type II error: bit is in error when the carrier frequency is not correctly detected. When the carrier frequency is not correctly detected, for which the probability is P
, it is reasonable to assume that probability of bit error is P e2
Following (8) and (9), since the carrier bits do not consume additional power,
Average BER calculation based on majority voting. In MDFH, each QAM symbol is transmitted through N h hops. As a result, an error in a particular bit location is caused by at least
unsuccessful recovery, where x denotes the smallest integer greater than or equal to x. Let P e,i , i = 0, 1, · · · , N h , be the conditional probability of bit error given that i out of N h carrier frequencies are not correctly detected (i.e, N h − i carrier frequencies are correctly detected). If j denotes the number of unsuccessful bit recovery, then P e,i can easily be calculated as
Here we adopt the convention n m = 0 when n < m. Taking the effect of the majority voting into consideration, the error probability for the ordinary bits, P
e,MDF H , is given by (15). The lower and upper bounds of the probability of bit error for the ordinary bits can be obtained by substituting P
in (15), respectively.
Overall BER for E-MDFH. The overall BER of the E-MDFH scheme is calculated as the linear combination of P e,E−MDF H based on the number of carrier bits and the number of ordinary bits in each block, The BEE performance of the system is presented in Fig. 4. 
Spectral Efficiency Analysis
Next, we compare the spectral efficiency of the proposed E-MDFH scheme with that of the conventional FH scheme. For fair comparison, we assume that both systems have the same symbol period T s , the same number of hops per symbol, N h , and use the same constellation of size M , i.e., the number of bits per symbol is B s = log 2 M. Let R s Δ = 1/T s be the symbol rate. Accordingly, in the single user case, the bit rate of conventional FH can be expressed as:
Recall that the data rate of E-
Bg bits every symbol period. That is, 
Given that the total bandwidth W B = c 0
, where c 0 is a constant, the spectral efficiency (in bits/second/Hz) of the conventional fast FH and E-MDFH are given by
It is obvious that we always have η E−MDF H > η F H . That is, E-MDFH is always much more efficient than the conventional fast FH scheme.
In the more general case where there are multiple users in both systems, we compare the total information bits allowed to be transmitted under the same BER and bandwidth requirements (i.e., the same hopping rate). As it is not easy to derive an explicit expression of the date rate in terms of BER for both conventional FH and E-MDFH systems, we illustrate the system performance through the following numerical example. Simulation Example 2: Assume N c = 64 (i.e., B c = 6), N h = 5, B s = 4, B g = 2, and the required BER is 10 −4 . Consider the transmission over one symbol period.
From Fig. 5(a) , the E-MDFH scheme can achieve the desired BER at 
N0
= 13.6dB, in order to achieve BER = 10 −4 . Therefore, during one symbol period, the FH system can transmit at most N u B c = 5 · 6 = 30 bits. By comparison, the E-MDFH scheme achieves an increase of 220% in spectral efficiency. 
Conclusion
In this paper, we proposed a highly efficient spread spectrum scheme -messagedriven frequency hopping. By transmitting a large portion of the information through message-driven hopping frequency control, spectral efficiency of the FH systems can be significantly improved. The efficiency of MDFH can be further enhanced by allowing simultaneous transmission over multiple channels. Quantitative performance analysis and simulation examples were provided to demonstrate the superior performance of the proposed schemes.
